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<?xml version="1.0" encoding="utf-8"?>
<customdata version="1">
<security>
<centralmgmt>1</centralmgmt>
<centralcert>1</centralcert>
<remoteaccess>0</remoteaccess>
<remoteupgrade>1</remoteupgrade>
<logtransfer>1</logtransfer>
<externalremoteaccess>0</externalremoteaccess>
</security>
<vmpro>
<backupconfig>1</backupconfig>
<backupprompts>0</backupprompts>
<backupmailboxes>1</backupmailboxes>
</vmpro>
</customdata>
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## CUSTOM SETTINGS FOR PROVIDER / CUSTOMER
##

IF $MODEL4 SEQ 9608 GOTO 96X1SPECIALS

IF SMODEL4 SEQ 9611 GOTO 96X1SPECIALS

IF SMODEL4 SEQ 9621 GOTO 96X1SPECIALS

IF SMODEL4 SEQ 9641 GOTO 96X1SPECIALS

IF $MODEL4 SEQ J129 GOTO J1X9SPECIALS

IF SMODEL4 SEQ J139 GOTO J1X9SPECIALS
IF SMODEL4 SEQ J169 GOTO J1X9SPECIALS
IF SMODEL4 SEQ J179 GOTO J1X9SPECIALS
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BE XX

IF SMODEL4 SEQ K165 GOTO K1XXSPECIALS
IF SMODEL4 SEQ K175 GOTO K1XXSPECIALS
GOTO GENERALSPECIALS

##
# 96X1SPECIALS

SET SCREENSAVERON 40
SET SCREENSAVER 9600 screen saver.jpg
GOTO GENERALSPECIALS

##
# J1X9SPECIALS

SET BACKGROUND

##
# K1XXSPECIALS
SET CLICKS 0

IMAGE "J100 back.jpg"

SET BACKGROUND IMAGE DISPLAY "J100 back.jpg"
SET BACKGROUND IMAGE SELECTABLE 0

SET BACKGROUND IMAGE SECONDARY "J100 secondary0l.jpg"

SET BACKGROUND IMAGE DISPLAY SECONDARY "J100 secondary0Ol.jpg"
SET BACKGROUND IMAGE SELECTABLE SECONDARY 0
SET SCREENSAVERON 40
SET SCREENSAVER IMAGE "J100 saverOl.jpg,J100 saver02.jpg"
SET SCREENSAVER IMAGE DISPLAY J100 _saver(Ol.jpg
SET SCREEN SAVE IMAGE SELECTABLE 1

SET SCREENSAVER IMAGE SECONDARY "J100 _secondary saver0l.jpg,secondary saver 02.jpeg"
SET SCREENSAVER IMAGE DISPLAY SECONDARY secondary saver0Ol.jpg

SET SCREENSAVER IMAGE SELECTABLE SECONDARY 0
GOTO GENERALSPECIALS

SET BRANDING FILE "acme logo.png"
SET LOGOS "ACME=acme vantage.jpg"

SET CURRENT LOGO

SET LOGOSTAT 0

GOTO GENERALSPECIALS

##

# GENERALSPECIALS
SET PROCPSWD 72779673

SET ADMIN PASSWORD password

# END

EES T
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Manager &%+ 44 E|%= ~ IP Office AR =R -
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« KEDPRRIZMLUER T COM EIEH IP Office fR%525. BIZFIFMEEFRERHAR (B
SRAEEEPRAGIFEMES (EF 201 O .
M BERE
B P Office 12 T BiF# (F£%$ 87 1)
T3 1P Office BT H (7£55 88 Tib)
Bt COM SRENFZ Gzttt (#£358 88 ;i k)
5 SysMonitor #E# (#£5 89 T1 k)
5 System Status Application % (# £ 90 71 b)
5 1P Office Web Manager i%#% (7% 90 171 b)
One-X Portal ##% (7£58 91 ;i b)
Web $Z=HIERZEE (£% 91 T b)
WebLM #&# (F£3 91 11 k)
BEEAERERE (E¥ 921D
IP Office E3Bithiit (S 92 T1 k)

B IP Office EX T HiZE#

KT IHIES
ARFET COM HITRPNERER AT, FEABRRG LB ARSI IERZNZHF.

cBE, ERVITHREZE, XELRESEINAZRGHEEXNXHREAEHB/SHEE
EREINE. 1ESF_“CustomData.xm!” X (EE 687 L) .

1. R IP Office Web Manager if5[8] 2% .
2. ki “RHEWE” > “BG

EFE mIRRET
4. BRAEIED:
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£/ IP Office EIRN FAIEFF

RN B
“EhXEE” X #EA IP Office EIET A (System Status Application. SysMonitor
0 IP Office Web Manager) ii2i&3%%) IP Office BR5525.
5 BE “SB#F” .
ok R

£/ IP Office EIRN HIERF (£ 87 i b)

T# IP Office 1T H

LB R AT TE IP Office BEIEEHMNREEZEFFA. EFATE Windows itEH ERE IP
Office Manager. System Status Application 1 SysMonitor N FA12FHIEIZA

* B IPO Admin Lite 2% HY IP Office Manager MiA KRB & R % SD R4 IRE (HIaNEF

8 SD &) FrENIXH. RAEFERBETEEN IP Office BEIREHREM IP Office
Manager ki Z< 7 gE 3K BRIX L£ 32 5 .

AVAyA Dashboard  Views ~  Applications -

¥ IPO Admin Lite

Be up to date with the IP Office system status and
alarms

X Download

BRIELR
1. B “NARER .
2. & “IP Office EIERTA” .
3. BE TR HEE.
P
M IP Office EI2NATERF (7£% 87 1 L)

JEid COM FRENAR Gzt

XTFILES
B3 COM 5%& R AR5t 7 pEZRIIHE R R GIF IS R —AR 5T B/~ 7E COM .
iz

1. REZFFIIRPNEF RS GESRAEAZLYIE (EF 16770 ) .
2. BEERBR.

3. B RBERARGHIFHIESR.

4. BXREMIFRES, BHET “ERFEAEE .
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5 SysMonitor 3%#

5. @it COM By RiEIZERME R /R A “Sysmon 1 SSA URL” . Hlit#&= A
admin.<com-domain>/<customer-id>/<target-ip-office-ip-address>,
Hrh.

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with admin. For example, admin.example.com.

* <customer-id> is customer ID from COM. This is shown on the customer list view
that includes the system. See EEEF%I|%& (FEF 17 1 b) .

* <target-ip-office-ip-address> is the optional IP address of the IP Office
system connected to the primary server.

6. XIF Server Edition 1T[RBR 52, B TRENAETEMLE H H bR S 25H0Hb1E .
7. B U “SHBISEMER" bt S5 2T SRS AR .
TR HEE
£/ IP Office EIEN HIEF (FEE 87 i b)

5 SysMonitor iE#E
EFHAESH
SUTRIZEIT COM MEERIE A Rs:.
FRFMH
ERGLRA “EhREE . HSWEMA P Ofice BT AR (K% 87 AL) .
- REUBRSS R P BRI, MUERRRISENEARY.
- FEATEEE A RGMI. HSHEIT COM REURGE b (45 88 L) .

1. ERET IP Office BEIEEMHH PC £, %&#F “IP Office” > “Monitor” .

2. EF N > “EEsR .

3. EBERFE T, ¥ “ITHIBATHLL §EH COM AR HEERAVHLE.

4. % “thifl” ®E R https.

5. ¥ “inO” WENRN 8443,

6. MIANRZREWEFTREN “AFRE” M “EiL”

7. BE “BE” .

T

* BXfEM SysMonitor FII¥ZH{ER, HESREM Avaya IP Office System Monitor.

PS03

£/ IP Office EIEN HIEF (£ 87 i b)
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£/ IP Office EIRN FAIEFF

5 System Status Application &E#
= FHES
BT RASE COM EfERIE P Rs:.
FoRFM
CERGLRA “EhREE . LA P Ofice BT RIS (45 87 L) .
« REURSS A A RE, UEEERISEE AR
« FREVATERE ARSI, 152 HEIE COM KE RS EE I (588 L)

1. ERZE T IP Office EIBEMHH PC £, i##F “IP Office” > “System Status” .

2. fEBEFIES, ¥ TH BT REH COM HRSEEE ERAHbLE.
3. ¥ “HTTP inO” WE XN 443 B 8443,
4. EE “REFEE M “Websocket EE” .
5. MARGZRLREFEREN “ARE” 1 “HE”
6. BEH “ER” .
T—%

« HX{FH System Status Application BIIE4HE S, 1ELS A IP Office System Status.
ok e
/4 IP Office IR AIEF (7258 87 Il b)

5 IP Office Web Manager &3

KT IHAES
UTRIEFTATEE COM Basi5& R &%5H) IP Office Web Manager & .
* COM ARt AT IMNE FFIRFPIEE “BaIRARER" > “Web Manager”
FoRFH
cHERGLEBRA “SHRERE” . FSREA P Office EI2THIEE (AF 87 L) .
* REVBRS R P& FERS, UEEBRIFOEFRRS.
s KBATEEEF RGN, 1HSREE COM KA EEbIE (58 88 ) .

1. BEIER Web 525 .

2. FRERPRGMU, #£RIE https://admin.<com-domain>:8443/<customer-
id>/WebManagement /WebManagement .html A NIZHLE:

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with admin. For example, admin.example. comn.
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One-X Portal %3

* <customer-id> is customer ID from COM. This is shown on the customer list view
that includes the system. See EEEF%IF (EF 17 1) .

3. XMERAEFEXATHE PC FIRERE,, BHTEGET SMH, FRES~EER.
IR AR ERP IR

4. EFRRGEEIAFRRMELER.

T—%
« Bx{FH IP Office Web Manager FIiE4{E S, 152 [#iBid Web Manager EI2 Avaya IP
Office.
PSS

f£H IP Office EIRN T2 (7£58 87 T1k)

One-X Portal %1%

Access to the IP Office web control panel, one-X Portal admin menus and WebLM server is
supported using the remote support options. See #id COM Hyimiz ¥ #F (FEFE 94 ;1 L) .

K HERE
£ IP Office EI2N AIZRF (58 87 ;i b)

Web 2| R ZE 5

Access to the IP Office web control panel, one-X Portal admin menus and WebLM server is

supported using the remote support options. See #it COM HEfEX# (L 94 1 L) .
ok R

£ IP Office B2 N AERF (% 87 1)

WebLM &3

Access to the IP Office web control panel, one-X Portal admin menus and WebLM server is

supported using the remote support options. See #it COM HEiEX# (L 94 1 L) .
LEE SR

£/ IP Office EIEN HIEF (L 87 i b)
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£/ IP Office BEIRN FAIEFF

. iz ) |

BEEHREEERE
A3 ¥ Voicemail Pro ZFimHIIRiZEE. B2, X#HHFEMH Web Manager iz EIE 15 E 5/ R
KRR E RIS REIELRIE. 155 1% 5 IP Office Web Manager 3% (S 9011 L) .

X HERE
£/ IP Office EIEN HIEF (L 87 i b)

IP Office ETEMLIL

#iE HTTPS ij5id) IP Office %t x#¥1F% HTTPS Hutit.
S EEMI

ATt X 7T IP Office ZGRE, USLIIEFERE ((FSHEHR IP Office EIRNHIZF
(EE 87 TL) ) » EXMFRAT, AEBAFEEMEMEE.

HehkAR
“IP Office Web https://admin.<com-domain>:8443/<customer-id>/WebManagement/
Manager” WebManagement.html

AT ER “BaIRBAEF" > “Web Manager” {@id COM E#Eif1d).
“Sysmon$uSSA admin.<com-domain>/<customer-id>[/<target-ip-office-ip-

URL” address>]
where:
* < > indicates a field value to be replaced as detailed below. When replaced, omit the < >
brackets.
* [ ] indicates an optional field. If added, omit the [ ] brackets.

* <customer-id> is customer ID from COM. This is shown on the customer list view that
includes the system. See EFZE %% (FEE 17 1 b) .

* <target-ip-office-ip-address> is the optional IP address of the IP Office system
connected to the primary server.

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with admin. For example, admin.example. com.

IS e

AT HbtE 7 #:5FF IP Office AR E AR E 3 (ESREARIEERE (5 96 71
b)), HEIFEARE BRI RIBEFEANEEE GESREER HTTPS Sk
F11071 L) ),

IheE MinkAE=
“Web $8$I|mE#R” | https://<customer-id>-<system-name>.maint.<com-domain>:7071/
login
“one-X Portal” https://<customer-id>-<system-name>.maint.<com-domain>:9443/
onexportal-admin.html
EHHE T
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IP Office &Rt

Thae

Mg

“WebLM AR5
%%”

https://<customer-id>-<system-name>.maint.<com-

domain>:52233/WebLM/index.jps

where:

* < > indicates a field value to be replaced as detailed below. When replaced, omit the < >

brackets.

* [ ] indicates an optional field. If added, omit the [ ] brackets.

* <customer-id> is customer ID from COM. This is shown on the customer list view that

includes the system. See EEE Y% (FEFE 17 L) .

* <system-name> is the IP Office system name as shown in the customer system details

(see &

ERRZGRIFMAES (FEFE 20 7TL) ).

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with maint. For example, if you normally connect to COM using
admin.example.com, for remote support use maint.example.com.

EES i3

£/ IP Office EIRN HIERF (£ 87 i b)
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235 #iT COM HmiE> #

f& T 4% IP Office BEIREIEFHZZ F IP Office BRESEE50 GESIREMR IP Office EIRN HIEF
(FEEE 87 mLE) ), COMIERILAHEE HTTPS, RDP 1 SSH #EiE. XAILIFEERISEF IP
Office fR$Z8E (BIAXLRFZRR) ER—MLE LA ERARZZZMARS

 FRAMNEPIHANTIFCIIES M HTTPS RIBF HTTP &A% XATFER COM &
WENAREE/DHEE AP ZMNZEBEISIES COM B EE.

- XEATRERANIERSEE (Chrome, Edge #1 Firefox) .
- ¥tF SSH ijial, i@id %% Proxytunnel SRR B A ¥
« IR COM EF 7 &%, NEZELEIT RS WebSocket EIZEFIEEAER RS,

« IR BArHIE RS IP Office (L FRI—MK LRI B —ARSSEE, NARFERFEEZEFEH RDP.
SSH = HTTPS W& F# IP Office 31 &%,

ERFEATEEX . Web BREESREAMFPEFENARFHASHFRLETE.

o g
£ IP Office A% tBAmIZZHF (EF 94 1 b)
RIBIKAEIR (F£5 95 T b)
BRAREERE (E$ % mb)
FnFERR S FNAR S OIEREE (FE5E 96 Ti b)
EEREIHFNRAGIEMES, THEMEE (BF 97 mb)

1£ IP Office &4 LR AEZIEYX#F

COM AILLR HTTPS. RDP #1 SSH FR4kiEi#EIE F /) IP Office BR%B32F AR S IP Office AR 3525
T E—M%E R H At AR S5 ER

Hitt

¥ MR B,

1. | “BE COM REKFAABNE | CRAALHNEHEERS BHEERA COM KBk,
- - BSRAIBIEIE (8 95 L) .

2. “ABPZRZIERAREXR: 7 | SEBEFPHERSSZEEARITFRES .
ESHBEAEEERE (EF MR .

TR T T
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REBK A ETE

# | HEH...
3. “RARTRI—IERNZIEMRSEE | WFZIEFHE IP Office k3585, FEA IP Office BELE
EhxiE” LS

4. “BETEXFFRA: 7

- “%4F RDP ¥ia]:”

© “SFF HTTPS R¥iggisE: ”
- ESRER HTTPS SEIiEiE 3 (EE M0 L) .
* “XJF SSHifiE: ”

EL)

- “Windows:

HSR)EiE Windows {£H SSH (#8899 7T b) .

- “Linux:”

52 5@ Linux £/ SSH (&S 105 1 kL) .

- 5251 Windows RDP (FEE 11971 L) &

GBS T

#Bid COM HimtEse ¥ (#E5E 94 T1b)

RIEMK P EE
%F IS

£ COM HEE RGN BN ZHHMOHB TS BIR OB —IMKF, BTRIEEE. FE—ikP
ARATRE—Z%//7HERE COM BB AR R RS,

UTRIEATEREKFAHAPZMELFRAER. XLEIFMERMEEFA T TRIE X FFEE

HIRNIE 53 STHEIT M IIE.
iz

1. £H COM HFLUIMIA RS ER “EER” .

B X EAR.
I CEPRIERAER” .
BRETEWKAEAN O B,

o g bk~ w DN

B EH
MR
@it COM HIIZ+5 (F£5 94 T b)
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i#83iF COM Y X H5

BRTiEERE

XTItfES

kH COM HIRIZEZ I FFERIEE P IP Office BRFSRAI A IF.

« BN RIEESEZER S IP Office lRSFH|[ALTE—ML LAV EAbARSS =S, MAZ IP Office
REH[AE, LAELEXHEM.

- NRAR B Z IP Office AR FEIRMEAI—HRSY, NN fEM Websocket SCN ki (FRIN) &

EEJ P

cBE, ERVITRAZH, XEEESBEINARRGNBEXXHREAZHEE/THES
ERMERIAE. HST_“CustomData.xml” X (EE 6871 L)

1. £/ IP Office Web Manager ifj[a] &%t .

2. &% “RHERE” > “BG
3. kF “ImIERIE”
4. MTFmEXR, BERUTERE:
AL AR
“Imizife)” X ¥FiBid HTTPS, SFTP. SSH #1 RDP %#:%|H COM &I/ IP

Office BR%588.

DT RI—ERIAR

RIS “ImIRTE” FFHTREIS COM &R IP Office &%

Ha" LTRI—M4% LR EMARS . HPaiES UCM ERFIMIIHY IP
Office M FIEFFAR 55 RUERR . WS BRAEFRAENEZEE TCP &
B GFZ2RARIZARSEMARSAERE (EF 9% k) ) .
5. & “EH” .

GBS 3

#id COM BIRfEx 3 (FEE 94 i b)

AIEIEPR F R AR S5 B ERRE

XTIHAES

WIS FFSREE COM EIERARSRER, FEATMRSZF/ MBS RMFERE . XL
WIMEIZ P IP Office lRSBRMECES, HEEFEIIZMSHFEITIEA.

FRFM

* REF[ELMERH “MNTE—ENRSR" EU. FERAEATEEE (£5 96 I

DI

1. A IP Office Web Manager ij5[a] &% .
2. &8 “RHERE” > “BRE . EAMEZFEA IP Office FI “miEXH" HIBRS.
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EERREXFHNARFIFERER . XMk

3. BEARSF AP TR MBEFZANREEIR, SEIZMRSRANERFETIZRS
== 8

4. BE “+IRMERE" EFE “TCP ZE” .
5. & “NRERF” lo(?am[‘LL_El’\J%ﬁy flgn “RDP” =k “SSH” .

- bR ERATIRAEENAEFRERANRD. B, MRFE, LAIETHERR
Ho

WE “BRS5E5 IP M DURECZIZAR S5E5AY P M.
wE “RFSFmOS" 2ESKATRSmO L.
BE “RE

WMEAEERRE. Rl B& “GIE7 .

WMRARSS 2R = IP Office ARSFSARMERI—E D, BELH BB HIRMTIZ ST EMHE
AR SSERhES LT

.O.©9°.\‘.°’

EE SRS
Aid COM WimtEcH (7£58 94 T1b)

ERREXFNRGFAGER. XHMEE

COM ERFAIATEFARFLIEIFMNBEENFEARGEE. EXLSERESRK PC LEERIEXFF
E R YR

c NEHEE EE” . EFLRT OM "R AREETIEFL.
FoRFM

» FriR$EIE{N1E IP Office RGELE AR IFIE *Iiﬁl_&ﬁ'fﬁ"é‘iﬂ' B2 R BERRIEEE
(FEEE 96 M b) . bz A, EETA “BEREZEHNE .

BEAIUNERIIRPBEREFPRGHBMRRERTRGNIFAES CFEREERELES
HIEMER (A% 20510 ) .

2. FRIEREIES M

% Lz

“Sysmon #1 SSA Itk $E3%E A1 5 SysMonitor #1 System Status Application —# 2/, L&
URL” i COM #fTifi8l. &S REMR IP Office BEIENFIERF (£5 87 I

.

“Web 1=HIER” IRERNEEE R E AmiEAE), X LLsEEEq BT 2 6 &R

“one-X Portal” %. BB HTTPS Scijints (EEMOTL) .

“WebLM AR5588”

FAEFE T T
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i#83iF COM Y X H5

GBS T

i3 WA
AR FEARSS” BELEERETR—IRE, HPBSATEENES. SSH 5 RDP

EREXFNEMIERER.

« FESAER HTTPS LI e (EE 110 T h) .
* IHSAET Windows f§f SSH (#5899 i b) .

* SR Linux £/ SSH (58 105 T L) &

« iFS17EH Windows RDP (S 11971 b) .

Bt COM HIintEsr 3 (EE 94 T1b)
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245 - 1853 Windows {EFH SSH

AT BIAIER SSH/SFTP EZZIE R IP Office AR URSE FARS SR IP Office L FE
—M%% ERE AR SSER

AT N BiET Windows PC {8 SSH FIEmMERNRTE.

# BMrER HSIH...

1. “‘BRMERRFEHEELE: 7 &S 97E IP Office 2% FBRAEIEX
F9U4TTE) .

2. “T & Proxytunnel SLAERFXXH: 7 B2 8 T2 Proxytunnel SEFFERF 4 (Windows)
(EFE YWD .

3. “#& PC &% # OpenSSH: ” S 88T Open-SSH %% (Windows) (7E
$£10051 L) .

3. “fEF SSH &E#E: “MERaFLSIT: 7

* 1557 SSH a3 171 (Windows) (F£% 101 7T
b .

“EF Putty: ”

* iF%% SSH PuTTY #%3Z (Windows) (f£
£101 b)) .

M HERE
T & Proxytunnel SEFHIZF 3 (Windows) (f£58 99 11 )
# % Open-SSH ¥ ## (Windows) (7£5 100 T1.b)
SSH #3£1TiE#E (Windows) (#£28 101 ;i b)
SSH PuTTY i### (Windows) (#E58 101 51L)
Windows SSH it &5 (#£38 103 71 b)

% Proxytunnel St R (Windows)

XFIHES
397 @3 Windows PC £ SSH, i%Z PC tEEEHES M.

* Proxytunnel 2— AT @d HTTPS RIBH# TR EZFZMSAERF. EXMMERLT, 3FE
FBR$E5HY RDP #1 SSH #1812 COM RiEEimZEI &~ IP Office.

* isrgrootxl.pem AT EEEZNREIEE. IEBXHFEALE PC LTH, BXFE
EREAEPCHRLIEET.,

ATLUEA LT RIZM COM TEUX L3 -
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i#3T Windows £ SSH

0 =
« QEHEIFE PC EHIT—RILRTE. M COM TEHEISTHXTTF COM BREEIBE
REHZBEAN.
U

1. EREREGYIR. FEREERLIIR (A 171D .
2. B “NAIERT > “THRERBESHER"
3. BXHHARMES ZE PC hayxx bk, B SEEFEXMHRPIICHIKRRE.

O =z=i%.
« ERHRIER PUTTY, MAFEREFEET “BRLEEFHEMSIZRNEEZ
T REMAEF.
T—%

« “KE PC 288 %% OpenSSH: ” 152 @18 %E Open-SSH ¥ #f (Windows) (£
$£100 T L) .

K BEE
B33 Windows f£F SSH (# 5 99 71 )

K& Open-SSH X FF (Windows)
EF IS

EX#FmiE HTTPS 3%, Windows PC 13 #F Open-SSH. iZiI&EREAKINEE, BRE
BT, REHEURLE.

SEREFMH
o “TEHSCHEFH: 7 1588 T & Proxytunnel SEIEFSCHE (Windows) (FE58 99 TR
H=DI
UK

1. 7£ Windows &, %% “8E” .
®FE “RNARER .
®F “EIBANETRE” .

KEFIANETIREEE R “OpenSSH BFiun” . MAREE, FRE “Rminge” #
£ “OpenSSH ZERiR”

P@N

T2
Windows PC Bl A A Fimig i iR PR 55
o ‘e SITiERE: 7 %Iiﬂ SSH #3£1Ti%# (Windows) (738 101 ;T b) ©
« “Putty E#%: ” i5%40% SSH PuTTY i%#E (Windows) (75 101 71 k) .
MK HERE

1831t Windows f$f SSH (#% 99 T1 b)
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SSH #41Ti%E# (Windows)

SSH < 1Ti%#E (Windows)

SRFMH
« “Enable remote access to the system:” See 7t IP Office % /5 itz
Fo4mmb) .
o “THIARRFEXH: 7 iFS T Proxytunnel SLATEF Y (Windows) (7E5 99 T1
b .
« ‘4T PC 28X #F OpenSSH: 7 152 [##EZE Open-SSH ¥ #5 (Windows) (#£28 100 7T
o

« “Ensure you have all the information required:” Read the process below before actually
beginning and ensure that you have all the information required to complete the steps.

- NXHFF EE” . ESRT M ORIE” APEBETEX R

1. BEERFIIR. FEREARLYIER (EE 1610
2. EEPYIERY, BEEFPHNRERMR:
a. M TEEESEEMBIZE IP Office FREE, HETH “TRIFRS .
b. B “SSHiflEER" .
c. ¥ “RIBESLARFINTERE” BiEAGEHETRNIBERF TR HRE

STELIRIZE, f5l4aR, C:\\Proxytunnel\proxytunnel.exe,
d. By “Hmk SSH 4" .

3. ARPHIMRSEE ( “EARSEE (Windows)” ) KUIRIEE EiIFEIMEMARSEE ( “IMERAR
%22 (Windows)” ) Brsnfittitt. B O Eirl S5 E M.

« BIRA Fxexexex PETFR ARG < BB A ENE.

4. 7 Windows #4174, @idi#% ctri+v iR R ERIR, FHibrnas a4 $1iT5h.

5. }FE5EF IP Office BB TRI— I ERARZH[AVEE, 158 <> ESHHE:
* <username-for-co-located-server> B TWIEMTRI—IERSZEE LR

SSH EEMA A%
* <co-located-server-ip-address> U TFE—EARSSESHY IP ik,
PSS
@it Windows {#F SSH (#£58 99 ;i b)

SSH PuTTY &#E (Windows)

XTILES
AT E32(EM COM KB hRHAEERIRE PUTTY &
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i#3T Windows £ SSH

FOREMH
« “Enable remote access to the system:” See 7t IP Office 2% FEHiE#F (£
FoaTIb) .
« “TEHXAREFXHE: 7 BSRT 2 Proxytunnel SLAEF X (Windows) (7£58 99 T1
o

+ “Ensure you have all the information required:” Read the process below before actually
beginning and ensure that you have all the information required to complete the steps.

- NXFF EE” . ESRT M ORIE” RPEETE R

1. BEEFYIER. FERERERYIR (EFE 1610 .
2. EEFPYIERP, BEREFPHNRZER:
a. XM TEEEFIEEFBEIH IP Office BRZEE, HRaE “TIEEHRS” -
b. B “SSHiflEHER" .
c. ¥ “RIBHESAREFHNTERRE” BiAGEHETHRNIBERF TR HRE

STEEREZ. 580, C:\\Proxytunnel\proxytunnel.exe,
d. B “4 K SSH %% .

3. wpIHt R R “FR Putty Bid SSH #1TiAIE” 1 “fFR Putty i@id SSH iFEIi T
E—IEH IP Office lRFZEE" BB . TATLEF, Bik L BEFRLIEHIFRL LT DB
el okl

s BIRA orxexx PFFFRET YIS BB R AMERNE.
4. Bah PUuTTY,
5. B “Session” .
6. £ “Host Name” 1, #iit COM S HHHKAY “Putty 418 (Windows)” .
* ¥F5%&FH IP Office (L FRI—ERIRFRE, BEEMIRSHR/AY IP it Bk <co-

located-server-ip-address> B{E.
7. % “Port” i&&EH 22,
8. B “Proxy” .
9. ¥ “Proxy Type” i&&A “Local” .
10. 7£ “Telnet command or local proxy command” &, ¥5l4 COM B FHENAY “Putty AY
AHbRIEA S (Windows)” .
* ;IF5&E P/ IP Office (L FRI—ERARS RS, R LEARFNER <co-located-
server-ip-address> BIE.
11. B “Open” .
EES R
1833 Windows f$F SSH (#£58 99 11 )
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Windows SSH thilEi& =,

Windows SSH &=,
HoE AN A LT :
Windows SSH #41T

ssh <user-name>@<external-server-ip-address> -p 22
-oProxyCommand="<full-path-to-proxytunnel.exe> -E --proxy="maint.<com-
domain>:6443" - -dest='<customer-id>[-<system-name>] [-<co-located-
server-ip-address>] .maint.<com-domain>:22' -P '<proxy-
username>:<proxy-password>' -C '<full-path-ISRGRootXl-Pem-File>'"

Windows Putty “Host Name”

<customer-id>[-<system-name>] [-<co-located-server-ip-
address>] .maint.<com-domain>

Windows Putty “Telnet command or local proxy command”

proxytunnel.exe -E - -proxy="maint.<com-domain>:6443" --
dest="<customer-id>[-<system-name>] [-<co-located-server-ip-
address>] .maint.<com-domain>" -P '<proxy-username>:<proxy-password>'

-C 'isrgrootxl.pem'

where:
* < > indicates a field value to be replaced as detailed below. When replaced, omit the < >
brackets.
* [ ] indicates an optional field. If added, omit the [ ] brackets.
H By AR 55 251k
1T --dest=/hostname &5 E BHIMAR F AL EMZ . BESRLUATRA
BR%=% Mot
“FEE” --dest="<customer-id>.maint.<com-domain>:22"
“OREiI --dest="<customer-id>-<system-name>.maint.<com-domain>:22"
%!l
“SLFE—1r -—dest="<customer-id>-<system-name>-<co-located-server-ip-
EHRSEE” address>.maint.<com-domain>:22"
Mk =7 B
ik E AR FE A

* <user-name> is a user name for authentication on the target server. For IP Office
servers, this is a Linux administrator account on the server.

* <external-server-ip-address> is the IP address of the server to which you are
connecting.

* <customer-id> is customer ID from COM. This is shown on the customer list view that
includes the system. See EFZFPJIF (FEE 17 1 b) .

* <system-name> is the optional non-primary IP Office system name to or through which,
the connection is needed. The system names are shown in the customer system details
(see EEEXFRASGMIFMES (£ 20 71 L) ). Needed for

* <co-located-server-ip-address> is the optional IP address of the server co-
located with the IP Office through which you are connecting, prefix with —. A tunnel must

2023 £ 5 H £ & AT IP Office Subscription &%t#J Customer Operations Manager 103
XZ 3 IEATIFE ?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=%E4%BD%BF%E7%94%A8%E9%80%82%E7%94%A8%E4%BA%8EIPOfficeSubscription%E7%B3%BB%E7%BB%9F%E7%9A%84CustomerOperationsManager&p3=8

i#3T Windows £ SSH

also be configured in the IP Office configuration (see JJIZiEAR 25 F AR S O E R E (£
F96TILE) ).

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with maint. For example, if you normally connect to COM using
admin.example.com, for remote support use maint.example.com.

* <proxy-username>:<proxy-password> are the user name and password of the
reseller or distributor proxy management account for the IP Office system to which or
through which the remote support connection is being routed. See {XIBik ~AEIR (7
F5HIE) .

K HEE
@33 Windows {# SSH (£ 99 ;i b)
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255 : j&5T Linux /8 SSH

RIS B EH SSH/SFTP %33 IP Office RGBS/ UKRSEFH IP Office AR 5525\ T E—M

% FHIE AR5 ER

AN BiET Linux PC EIEMENRIE.

# MrEX BEH...

1. “‘BRMERRZRTZIZRD): 7 &SR P Office Z% B ATIE

FH4ATE .

2. “Z23E Proxytunnel: ” S RE Linux E% % Proxytunnel (#£58 105 7T
.

3. “ERGSITIERE: 1ES %) SSH #p21Ti%# (Linux) (7258 106 17T
.

EES R

1£ Linux E£& % Proxytunnel (#£58 105 71 b)
SSH #£1Ti%## (Linux) (% 106 T71L)
SSH PuTTY % ## (Linux) (758 106 51.b)
Linux SSH #hiFt&58 (#£58 108 T3 k)

1£ Linux £Z %% Proxytunnel

KT I1ES
Linux PC EZE 2% Proxytunnel A &EiBid COM I imigiEiE.

B X Linux AR% 25 EfERA Proxytunnel BIEAR{EE, 155 # http://manpages.ubuntu.com/
manpages/xenial/mani/proxytunnel.1.html.

UK
1. i}i8] Linux PC L4417,
2. i\ sudo apt-get update

3. HIN sudo apt-get install proxy-tunnel
T—%
* 155 (%) SSH a2 1Ti%#£ (Linux) (7£58 106 T L) ©
PSS
3T Linux /A SSH (f£58 105 7T b)
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183d Linux (£ SSH

SSH 4 1Ti%# (Linux)

KT IIES
AR 2 7 anfali@id COM M Linux PC ZE1Z2IE P BRSSEE
FORFH
1. “Enable remote access to the system:” See 7£ IP Office % FERxiEX 3 (£
go4Tmb) .
2. J‘__‘;}Ea‘é Proxytunnel LA ER: 7 1BE2 R Linux E&% Proxytunnel (#£58 105 71

3. “Ensure you have all the information required:” Read the process below before
actually beginning and ensure that you have all the information required to complete
the steps.

4. (NZHF “EE” . EFRT M RIE” HPEETRE L.

1. BEEFYIER. FEREREFYIR (EFE 1610 .
2. EEFYIERY, BEREFPHNRZER:
a. XM TEEEFIEEFEIA IP Office BRZEE, HRaE “TIETHEHRS” -
b. B “SSHifEHER" .
c. ¥ “RIBIFESLARFHNTERRE” BiEAGEHETRNIAERF TR HRE

STEEREZ, 580, C:\\Proxytunnel\proxytunnel.exe,
d. B “4 K SSH %% .

3. BARTEFERRSE ( “EMRSEE (Linux)” ) MEAMARSEE ( “SMERARSSES (Linux)” D
Fostit Rl B U ERRAE BT it

« BIRA Frexexex NETFR AT YIAMIAR < BB A ENE.
4. SFE5EZRF IP Office lRFZB[BATRI—LERSSF[HERE, 158K <> ESHHE:
* <username-for-co-located-server> e B FWIE N TRE—ERFZE LR
SSH E#EAMAF%E.
* <co-located-server-ip-address> B TFRI—{IERSSEFHY IP bk,
P S
i#3d Linux {£/H SSH (7£58 105 71 b)

SSH PuTTY 3% (Linux)

XFILES
AT EEEM COM B higHaIERRIRE PUTTY &,
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SSH PuTTY i#%3## (Linux)

FOREMH
« “Enable remote access to the system:” See 7t IP Office 2% FEHiE#F (£
FoAmb) .
« "% Proxytunnel SLARIZR: 7 1S RLE Linux E%& % Proxytunnel (#£58 1051 k) »

+ “Ensure you have all the information required:” Read the process below before actually
beginning and ensure that you have all the information required to complete the steps.

- NXHEF EE” . ESRT M ORI APEETE R

1. EREEPYIR. H2REAERIR (EE 16 .
2. EEPYIERYP, BEEFPHNRZAMR:
a. M TEEESEEFIEEH IP Office BRZ ., HHE “WIEHRS” -
b. B “SSHifEIEER" .
c. ¥ “RIEBEHIEFMTERR” BiAGEE TN BRI

STELPRIZ, f5lEA, C:\\Proxytunnel\proxytunnel.exe,
d. By “H K SSH 47 .

3. REIMLERRE “EH Putty @33 SSH i#1TifiE” #1 “fERA Putty @13 SSH a1 T
—{IEH IP Office fr5e3" 7. HUTESEH, Bt L BFrAEHIFENG L S5
FREERYHBLIL,

« BIRA Hxxooes R RET YIRS BB A ERE.
4. B PUTTY,
5. B “Session” .
6. 7 “Host Name” #, #il4 COM B PHMA “Putty FH1E (Linux)” {&E.
* F5ZEFH IP Office (U FRI—LERBRSRE, BEFERIRSHR[/AY IP il B <co-

located-server—-ip-address> HIfH.
7. % “Port” &EH 22,
8. B “Proxy”
9. ¥ “Proxy Type” & &A “Local” .

10. #£ “Telnet command or local proxy command” &, #40 COM A FIENAY “Putty B9
AR IEAS (Linux)” .

* SFE5EFH IP Office N TRI—ERARSRE, ZFEARFNE# <co-located-

server-ip-address> H{E.
11. B “Open” .

X HERE
83T Linux £/ SSH (% 105 T b)
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183d Linux {£H SSH

Linux SSH hlib#&s¢
MR AL TR
Linux SSH f&1T

ssh <user-name>@<external-server-ip-address> -p 22
-oProxyCommand="proxytunnel -E --proxy="maint.<com-domain>:6443" - -

dest="'<customer-id>[-<system-name>] [-<co-located-server-ip-
address>] .maint.<com-domain>:22' -P '<proxy-username>:<proxy-
password>""

Linux Putty “Host Name”

<customer-id>[-<system-name>] [-<co-located-server-ip-
address>] .maint.<com-domain>

Linux Putty “Telnet command or local proxy command”

proxytunnel -E - -proxy="maint.<com-domain>:6443" --dest="<customer-
id>[-<system-name>] [-<co-located-server-ip-address>] .maint.<com-
domain>" -P '<proxy-username>:<proxy-password>'
where:
* < > indicates a field value to be replaced as detailed below. When replaced, omit the < >
brackets.
* [ ] indicates an optional field. If added, omit the [ ] brackets.
H By AR 55 25 ik
WL{THY —--dest=/hostname #F5rE HRIMAR FRBRAILE M. FS AT RA),
Bk %535 Mnit
“FE” -—dest="<customer-id>.maint.<com-domain>:22"
OREI -—dest="<customer-id>-<system-name>.maint.<com-domain>:22"
E”
“BSFE—1r --dest="<customer-id>-<system-name>-<co-located-server-ip-
BERRSEE" address>.maint.<com-domain>:22"
Mtk B
it ERFERA:

* <user-name> is a user name for authentication on the target server. For |P Office
servers, this is a Linux administrator account on the server.

* <external-server-ip-address> is the IP address of the server to which you are
connecting.

* <customer-id> is customer ID from COM. This is shown on the customer list view that
includes the system. See EEZ %% (EF 17 1 b) .

* <system-name> is the optional non-primary IP Office system name to or through which,
the connection is needed. The system names are shown in the customer system details
(see BEEZFEZGHIFMES (7£5 20 71 L) ). Needed for

* <co-located-server-ip-address> is the optional IP address of the server co-
located with the IP Office through which you are connecting, prefix with -. A tunnel must
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Linux SSH #hi#%3%

also be configured in the IP Office configuration (see JJIZiEAR 25 F AR S O E R E (£
F96TILE) ).

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with maint. For example, if you normally connect to COM using
admin.example.com, for remote support use maint.example.com.

* <proxy-username>:<proxy-password> are the user name and password of the
reseller or distributor proxy management account for the IP Office system to which or

through which the remote support connection is being routed. See {XIBik ~AEIR (7
F5HIE) .

K HEE
83T Linux {£A SSH (% 105 71 b)
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526 £/ HTTPS SLHEEYH

AT BUAE Web 5T EH HTTPS ZEiZZEF IP Office LAIARSZ UK 5i% IP Office i
FREI—ME LR H RS

WEE, XEFHTTPS, A% # HTTP &%,

# MYER EEIH...
1. “EEPRGLLEREZEYRE 528 7£ IP Office 2% FEAIRIEY
Fgoamb) .
2. “38HY COM PAC St 1525 3£E0 COM PAC rfithiit (758 110 71
b
“BEEN R FUER .pac XH” 557 F2E PAC XTHELE (AL 1M L) .
“EEN SRR WBSIR HTTPS N mesiERE (EHR 1121l .
< HERE

$XEX COM PAC Xfithsit (#£%8 110 ;1 b)

A EES PAC ITL'FEEE (EE 1M b
HTTPS i £ (EFE 11271 b

. ZhR ‘;‘ﬁ (EZE 11371 )

IP Office EIBihiit (5 116 T k)

HTTPS #hiit#&s8 (7£58 117 571 k)

$5HY COM PAC T {43t

XTI ES
WNEE T COM @; HTTPS ASTEAMIEELFE, EEFEANERRIEABCE (.pac) X&.
COM BREBIEE— .pac XM, iZHRIMILAT A FiERE.

.pac fcﬁ:maﬁﬁe\%éfﬁz'a,xu“*%%q:&mm URL (LB, FAEHMMEREEEE. i
MIERT, E2¥AS naint. B URL MIEMIEKEREME COM. A/ COM {8 Rkttt
BEREB BT ENE A REE.
O =

- Fl—ttht 7T A FiBi 45 COM RS B EBMMEES.
FeRF M

« “Enable remote access to the system:” See 7t IP Office % FEHiEX# (&
F94TE) .
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AYTEE PAC XHELE

1. EBEPYIR (BSREEERPYIER (EE 171D ) HEEEFPHRGEAR.
s AJLUAREMERECEERENETF. B—iit AT AT B34 E COM IRER[REIE
FBEEF.
2. BE “mEIFRSE .
3. BF “HTTPIFEIEE” .
4. FFERRA “PAC XX URL” B9ttblit, #I40: https://admin.example.com/com/

remoteproxy/proxy.pac

5. B U E#rr it S S H MR ST AN R R ES (GBS RERRES PAC ST
BE (EE1MMMnlb) ).

T~—%
« “BEERNYTEE: 7 BSRNEEE PAC B (BEE1MMHRLD) .
KRR
£ HTTPS SLIimfEx#F (FESEL 110 i b

X3T28 PAC XHECE

XFIES
RN THEER Web 31 881515 M4 RIARS B/RS .
O =25 :

C U MR M REE N . pac REBELT IT BREHT. WREIH
R, S NS REERATE (8 M3 ) .

1. 3RBX COM .pac FRIHtutlt. 155 #3KE COM PAC cffithiit (FEE 110 ;3 k) . il
40 https://admin.example.com/com/remoteproxy/proxy.pac.

2. AN E AL

% S

Chrome a BE “I7 > “RE” > BR’ > “RE > NFHENORER
B > “EAEEMA .

b. #IA COM .pac XHHbAEFHREEX.

Edge a 8“7 > CRET > RG> TIHEANRERE" > A
BEMA" .

b. #IA COM .pac Xttt HREFE .

TR T T
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£ HTTPS SLIRIE X #F

pULE $B
Firefox a. Bk =Eir, REEEOC “®&m” .
b. ETRNE “MLIEE” HpE BB .

ik “Bz)RIEECE URL” .
. HIN\ COM .pac XXfpotthilt, RE8EEH “BE” -

o

o

T—%
o “ESNE PR HTTPS Hulit” . &S @ HTTPS H%e8iEiE (BEE 112 b) .
< R
{FFH HTTPS SLImiE 35 (2 110 T b)

HTTPS | 5a 85154

XTI 1ES
KRBT ERER Web 5 5225512212 R 4% _ERIAR S5 28/AR S5 .
FOREMH
1. “Enable remote access to the system:” See 7£ IP Office % FERxiEY I (£
EoATL) .

2. “ECENE[LAER pac Xt: 7 HSH JIIEE PAC XHECE (% 111 7T b)

3. “Ensure you have all the information required:” Read the process below before

actually beginning and ensure that you have all the information required to complete
the steps.

4. 2 “EE” . ESFLRT M “RIET APEBRTIE L.

1. BEEPYIER GEBSREEELIR (BF 17D ) HEHFEFRHNREFZRIR.
2. BF “mIEXHERES -
3. BE “HTTP HEER”
4. BRI

« “ERFF|ARS: 7

ETREFRERESE|LBREZHS ML  “Web ZHIER” «  “one-X Portal” |

“WebLM FRS5E” ) . WMBMEEE kit —, B&HEM O s, RESEH
5 R B3R S 28 A o

« “HhRSSEE: 7
BN S EPERSHFMUTE—MEHNEMIRSEE, BEESIFM “BEIMRRS

228k Apps Server #J HTTPS ijjia)” ihiit. LB FERERAIZRS R EBERRS R
AR S5 PR RYME:

- <co-located-server-ip-address> is the IP address of the server co-located
with the IP Office through which you are connecting. A tunnel must also be
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DUNARPESE S 7 Y7

configured in the IP Office configuration (see A2k 5SS FNAR SO iERKE (#
F 96 TIL) )

- <remote-port> is the port required on the remote server.

- /<required-path> is the optional path to the page required on the remote
server.

DN k]
AT LS COM pac XHHIEERIIENLE, HIFEHEKEZERE COM.
HARRERTWARFPRMNERLE, FRMAALER/2HEHBREKARERNE.

COM 5% 1y IP Office 3Lk, HAMLERMNiZARBFEIZRS IP Office I T18
EM 4 LRI PR AR5 RS -

9. Edge: MREREIR [ RERAZIFHHIEIE] , NIGEMUAZFIRN edge: //
policy, H#ZE “AuthSchemes” BEEE “basic” EIl.

10. ERBIEEURTATIERIIZIZREZ

MR
{/M HTTPS SLILImiE#F (F£5 110 ;Wb

© N o O

| ST B R R 75 7
SRS Z BIAYE BRI O ELIRAER COM . pac SCFHBAL.

BR, MRBEAHEML, FRERELERHM .pac XHIEE IT EIREHEIT, WATEE
R RA:

* WMRFNEFRERWIE .pac XHHABERE, WEH COM .pac XHHH®S. FS
%) PAC Zt4miE (7£58 113 71 b) &

* FRAUTRGER COM pac X E AR AR RS maEaiE:
- Chrome: £ RfE Chrome FRMEM PAC % (5 11571 L) .
- Edge: 155 IR{E Edge FEEBIA PAC X (EFE 114 T b) &

EES R
F HTTPS LI (£ 110 ;T b)
PAC M #4w%E (#£5 113 T1b)
7£ Edge FBE A PAC XX (EE 114 1)
7£ Chrome iknEfh PAC % (f£5% 115 71.H)

PAC M 4448

KT IHIES

LHRIEE TH COM .pac X, WUEAXARERPITH LM R, ATREXHHRISS
BHEIESEANMEA .pac XHF.
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£ HTTPS SLIRiE X #F

1. 3RBX COM .pac XHaIHbLE. 155 #3KE COM PAC c#udit (758 110 ;i k) &
2. fEN ST RSt #= i N COM .pac BItBIE, SRR TE G-
3. EXAKYmiEPIAXH. KRN EROTHAR:

function FindProxyForURL (url, host) {
if (shExpMatch (host, "[a-zA-Z0-9]*-*.maint.<com domain>")) { return "HTTPS
maint.<com domain>:6443"; }
else {
return "DIRECT";

}
}

Hep:

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with maint. For example, if you normally connect to COM using
admin.example.com, for remote support use maint .example.com.

f5i4m
function FindProxyForURL (url, host) {

if (shExpMatch (host, "[a-zA-Z0-9]*-*")) { return "HTTPS
admin.example.com:6443"; }

else {

return "DIRECT";
}
}

4. 5EHARI IT EBREAE, 1§ “it” 9SE8HENRS[FANINE .pac XHF.
T~—%
o “EINE PRI HTTPS #hlit” . 5S8R HTTPS ReesiEiE (% 11271 hb) .

5% (5 113 71 b)

f£ Edge F&EEEIA PAC XX
KT IS
MRERIFCEENERALEELHIME .pac XH, MiERFES Edge BE&FER
© #x:
* RINMRLERIZR, IS SREERAMIESCHF, UIZFERER.

1. 3KEX COM .pac XHmitthit. iES[RIKEL COM PAC Xt (% 110 T L)
2. i8] Windows #5417

a. ARBEHHBRENR, REEE “BI1T .

b. #IN cmd HEE “TH” .

c. “@MAIRRF BOSHH.

3. SfnZE Edge FE/mNAREFNREXHR. EERIAXHRSD, ATLUERGS ¢
C:\Program Files (x86)\Microsoft\Edge\Application *x)ﬁlklﬁsﬁﬂfo

2023 £ 5 H £ & AT IP Office Subscription &%t#J Customer Operations Manager 114
XTIZ I IEE ?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=%E4%BD%BF%E7%94%A8%E9%80%82%E7%94%A8%E4%BA%8EIPOfficeSubscription%E7%B3%BB%E7%BB%9F%E7%9A%84CustomerOperationsManager&p3=8

SRR SRR T3 R

4. EHAUTHESIEE .pac XHEBEINREE:
msedge.exe --proxy-pac-url=<pac-file-url>
Hrh.

* <pac-file-url> is the web address of the .pac file provided by the COM service.
For example; https://admin.example.com/com/remoteproxy/proxy.pac.

f5lan.

msedge.exe —--proxy-pac-url=https://admin.example.com/com/
remoteproxy/proxy.pac

T—%
o “HINEPHIHTTPS #hiit” . 15S0% HTTPS Hea8iEiE (EE 112 mb) .

RFE (5 113 71 b)

f£ Chrome HiiiNE M PAC ©%

XTFILES
REAENZHFARIVFIS COM . pac XHHITEBREN T FEZHITIHRIE GBS PAC
MHERE (EFE 1ML ).

LRI TE—HE, HEPBEE— JavaScript X, ZXHBEEMH S5 COM .pac X

e SHEE. AE. 1§ Chrome BLEAERX L HEARY R, MM JavaScript XH-HEY
SR MEI R EAE A EMZEF.

FRF M

iz

1. ERRPIIR (ESHEERAIIE (EE 17D ) FEHBANRLEER.
2. BiE “ERLHBS .
3. B& “HTTPHEfER” .
4. 8% “T# Chrome #r RIEFMELE PAC X#” M0 & E#F. AETEXH.
5. WXHBERBIERS, BT IHER.

O 5.

* NRILEFARBR— PC 89 SSH = RDP ##, BIERARATEMHETEH
Proxytunnel 1 isrgrootx1.pem M4MI[E—3CH*,

B Chrome #4:2| “:” > “EZXTHR” > “HH” .
%E “FEAGERX .

BE “MBCEHRENTRIEF .
EFCRENHENX SR, REREERFEXHR.

10. Chrome £ M JavaScript XHiZEUEE, FHEFKREREL.

© ® N o
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£ HTTPS SLIRIE X #F

A I
« X2, JavaScript SXHUEE—X . MREEEAUGHEFTENEN, &
B Chrome I BIEFIFMEEFERM C EFHMEEFxR.
T—%
o “ESNEFRYHTTPS Huilit” . &SF HTTPS FMe8iEiE (BEE 112 b) .
X EEE
s ee AT E (S 113 T )

IP Office EIEibiit

@33 HTTPS ifia] IP Office RAXFHFIFS HTTPS Hhdlt.

SErhETE Mt

T2 #5FT IP Office R4 E, UXLMEHEE GFSREA IP Office EIRNHERF
(FEFE 87T L) ) . EXMERT, HERAIFEEMEMAE.

Ik Ag=N
“IP Office Web https://admin.<com-domain>:8443/<customer-id>/WebManagement/
Manager” WebManagement.html

IR ER “BaiNAEFE" > “Web Manager” i@id COM E#Eifi).
“Sysmon #1 SSA | admin. <com-domain>/<customer-id>[/<target-ip-office-ip-

URL” address>]
where:
* < > indicates a field value to be replaced as detailed below. When replaced, omit the < >
brackets.
* [ ] indicates an optional field. If added, omit the [ ] brackets.

* <customer-id> is customer ID from COM. This is shown on the customer list view that
includes the system. See EEZE %% (FEF 17 1 b) .

* <target-ip-office-ip-address> is the optional IP address of the IP Office system
connected to the primary server.

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with admin. For example, admin.example. com.

mIE X Hr it

ATl #:5F T IP Office R BUSLINRIE T (GBS REHRIZEERE (£5 96 I

é‘é) ) HXFERAEEREIRIBEFEEIAHER GESREH HTTPS Stz #F (£
1M0ILk) ),

Ihge HohbAg st
“Web IT$IER” | https://<customer-id>-<system-name>.maint.<com-domain>:7071/
login
FIEHE T 7T
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HTTPS thiit#%3%

IhRE Mot
“one-X Portal” https://<customer-id>-<system-name>.maint.<com-domain>:9443/
onexportal-admin.html
“WebLM BRS% https://<customer-id>-<system-name>.maint.<com-
X domain>:52233/WeblLM/index. jps
where:
* < > indicates a field value to be replaced as detailed below. When replaced, omit the < >
brackets.
* [ ] indicates an optional field. If added, omit the [ ] brackets.

* <customer-id> is customer ID from COM. This is shown on the customer list view that
includes the system. See EEZ %Ik (FEFE 1771 b)) .

* <system-name> is the IP Office system name as shown in the customer system details
(see EERPRGRIFMES (EFE 20T L) ).

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with maint. For example, if you normally connect to COM using
admin.example.com, for remote support use maint.example.com.

X R
FH HTTPS sSLIints (EZE 110 )

HTTPS ihiit#&s%

HTTPS E#EA TS5 COM E32H IP Office R TRI— I EMMRZH/IBHIZIZZH, FEHL
TR .

 ERVBIET “RIBEZEE” (.pac) XHFHMRZHIRMEEEEZE COM.,

- FEAARREEXIAME IP Office AR . 1ES IR IP Office EIRME (£ 116 T L) ©
kil N
AW T

https://<customer-id>[-<system-name>]-<co-located-server—-ip-
address>.maint.<com-domain>[:<remote-port>] [/<required-path>]

where:
* < > indicates a field value to be replaced as detailed below. When replaced, omit the < >
brackets.
* [ 1 indicates an optional field. If added, omit the [ ] brackets.
H By AR 55 251tk

it stk PRE S B e T E— A B A AR S5 AR B B RO AR S5 AR B =«
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£ HTTPS SLIiE X #F

B Mot
“FE” https://<customer-id>-<co-located-server-ip-
address>.maint.<com-domain>[:<remote-port>] [/<required-path>]
COREEY https://<customer-id>-<system-name>-<co-located-server-ip-
B” address>.maint.<com-domain>[:<remote-port>] [/<required-path>]
Motk = By
Mt hERBFERA:

* <customer-id> is customer ID from COM. This is shown on the customer list view that
includes the system. See EEZ %% (FEE 17 1 b) .

* <system-name> is the optional non-primary IP Office system name to or through which,
the connection is needed. The system names are shown in the customer system details
(see BEEZFPZGHIFMEE (75 20 71 L) ). Needed for

* <co-located-server-ip-address> is the IP address of the server co-located with
the IP Office through which you are connecting. A tunnel must also be configured in the IP
Office configuration (see Atk SR FAAR S5 OIERIE (38 96 T1 L) ).

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with maint. For example, if you normally connect to COM using
admin.example.com, for remote support use maint .example.com.

* <remote-port> is the port required on the remote server.
* /<required-path> is the optional path to the page required on the remote server.

MR
{/M HTTPS SLImiE#F (F£5 110 ;Wb)
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27 {£H Windows RDP

AT B ER RDP ZEZERS5Z PR IP Office RGN T E—ME ERIBRSSE.

# MYEX BHEH...

1. “EERRGLEERATESRE: 7 5551 IP Office 2% FBARIEX

F£94mb) .
TF# Proxytunnel 3244: BEERATHZAEFXH (EFE 119D .
BEHFHFEANRO: B REARAAMEO (L 120 7L .
“Ef%ZmiZ PC: 7 5&7EH RDP &1 (EE 121 L) .
K R

TEHSERHEFYH (EF 1197 b)
HWERAARMHO (F3 120 I b
{¥F RDP ## (£ 121 i b)
RDP #hiit&X (758 122 71 k)

THSERERXXH
XTIES
3 T i#iE Windows PC {£F SSH, i%Z PC L EEHHES M-

* Proxytunnel 2 — A T&@d HTTPS RIE#H{TROEEENLARERF. EXMERT, 2E
FBRSE3H) RDP #1 SSH i#E#%i@id COM B¥iE&iaZIZ - IP Office.

* isrgrootxl.pem AT EEEFENLZLIUER. IEBXHEEALE PC LAA, BARE

BEREHE PC LR EF.

ALER U THRIZN COM TEHX LT

O =
- REAEISE PC EHIT—RILAIZ. M COM FEMTEXTT COM BRE SIS
RGEZRBAN.

UK

1. BRERPRGYIR. BSREEEZLYIER (EFE 171D .
2. BF “NRER" > “THRIBRESLHEFR"
3. BXHHAREELEZE PC PRI HR. B SHEEHRPITHKRREZ.
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{$ A Windows RDP

O ==iz5.
« MRFRER PuTTY, ML BERRIEIER “SLEBRBMEDSRRIIER
T RENBERF.
T—%
 REYEMERANKO. HSREERAARIFO (FF 12010 .
K HEE
£ Windows RDP (#EZ 119 ;T b)

B R A i

KT ULES
xtFiE#id COM K RDP ##%, Proxytunnel F#&5 PC LRIRER IP imOKEK. i%ifm O AR
EfTE AN RRERER

THRRETRATIE PC HulEARARNRE, LUERFEERKO.

FRF M
- “THIARFXH: 7 BSATHAIARFXH (EH 119D .
UK E:

1. 77i8] Windows #3417,
a. BRBEEFREN, ARERE “B17° .
b. #IA cmd FBEHF “TH” .
c. "M BOSHH.
2. I\ netstat -an &F PC HuiERAMNmOTIR.

s BENHIRKIZB AN, 1BMIANGS netstat -an > c:\temp\ports.txt,
RS BRRALEC I B SR
3. —BEMETEFEANARIHD, 1B netstat -ano | find ":<free-port-
on-local-host>". WMRiFAEEFEAF, WKERERWIFHER, BTUWHERA

T—%
* Windows PC I #E ] B T2 &R E PR SRS, 1558 REH RDP & (£ 1217
b

K HEE
£ Windows RDP (# & 119 ;1 b)
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{5 RDP %1%

{£F RDP &z

XFIHES
RDP F#ZZ2— 1B W I MERRITTE:

1.

2.

fEFA Proxytunnel 3§ PC IR O 48 E 2K IBHbIE (COM) Fn1B /it PC it (B85
ZRPID) .

1§ RDP ZE$£2 A thir O .

FRFM

1.

“Enable remote access to the system:” See f£ |IP Office &% FERARIEZ# (£
EoATE) .

2. THEHERXH: B3R THEREFYH (EE 119 7TL)
3. REYNFFEANKO: FSRARERAAEO (EE 120 7L .

2023 5R8

“Ensure you have all the information required:” Read the process below before
actually beginning and ensure that you have all the information required to complete
the steps.

AR CEET O MESR” M ORIE” ARERTES .

. )\ COM SREVEF &G 8y ar 1T

a. EEPYIRY, BHEEFPHNRGEZIR.
b. B “EEIZEHRS" -
c. BdF “@ENMNTFRE—HEAR IP Office #{T RDP ifa)” .

d. ¥ “REREXRAIEFNTERE” BRATFRTECHCHRTERE. 5
0, C:\\Proxytunnel\proxytunnel.exes

e. B “45% RDP $4” .
f. & U BRI E S ERaoibit.
o BIRA Frooorx FEFFR AT YIRS S B Eh R AR ERNE.

. 1718 Windows %4 1T,

a. AR LHRERR, RRIZEEFE “BIT
b. #iN cmd HE8EEH “FTH”
c. “MSIRRN BOCBITH.

L3R ctrl+v AR R R BRI HUERIAE 1T
. ¥4 <external-server-ip-address> B#ARIZARSIA IP Hhlk, REHMNG

PN
< o

CIREE “FFER” > “Windows Mt > “miZRmEEE” KFHFE RDP.
. “STEHNL” B, M localhost:<free-port-on-local-host>, {0

localhost:5000.

fEA&ER T IP Office Subscription &%thY Customer Operations Manager
XIZ X PRI ?

121


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=%E4%BD%BF%E7%94%A8%E9%80%82%E7%94%A8%E4%BA%8EIPOfficeSubscription%E7%B3%BB%E7%BB%9F%E7%9A%84CustomerOperationsManager&p3=8

{$ A Windows RDP

AR BEE
{£F Windows RDP (% 119 ;1 b)

RDP uiib &=

wITHER
bl i E WS

<full-path-to-proxytunnel.exe> --standalone=<free-port-on-local-host>
-E --proxy="maint.<com-domain>:6443" --dest="<customer-id>[-<system-
name>]-<co-located-server-ip-address>.maint.<com-domain>:3389" -P
'<proxy-username>:<proxy-password>' -C '<full-path-ISRGRootXl-Pem-
File>'

where:

* < > indicates a field value to be replaced as detailed below. When replaced, omit the < >
brackets.

* [ ] indicates an optional field. If added, omit the [ ] brackets.

E B AR 55 28 b1t
SHITHY --dest- 5 E RS B XTI R

AR5 2% Mohik

“FE” --dest="<customer-id>.maint.<com-domain>:3389"

“OREGRI --dest="<customer-id>-<system-name>.maint.<com-domain>:3389"
E”
“SLFE—4r -—dest="<customer-id>-<system-name>-<co-located-server-ip-
EHRSEE” address>.maint.<com-domain>:3389"

Hoik = EY
Hudik hE R B FE T

* <full-path-to-proxytunnel.exe> is the path to the proxytunnel.exe file. For
example, C:\\Proxytunnel\proxytunnel.exe.

* <free-port-on-local-host> is an available (unused) port of your local PC.

* <com-domain> is the domain part of the address normally used to connect to COM,
prefixed with maint. For example, if you normally connect to COM using
admin.example.com, for remote support use maint.example.com.

* <customer-id> is customer ID from COM. This is shown on the customer list view that

includes the system. See EE&E Y% (FEFE 17 L) .

* <system-name> is the optional non-primary IP Office system name to or through which,
the connection is needed. The system names are shown in the customer system details
(see EEEPRGHIEMES (F£5 20 T1L) ). Needed for

* <co-located-server-ip-address> is the optional IP address of the server co-
located with the IP Office through which you are connecting, prefix with —. A tunnel must
also be configured in the IP Office configuration (see J9iti2AR X 22 A AR S BIERKE (#
F96TIL) ).
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RDP it #& =

* <proxy-username>:<proxy-password> are the user name and password of the
reseller or distributor proxy management account for the IP Office system to which or
through which the remote support connection is being routed. See {XIEik ~EIE (7
FHBHIE) .

* <full-path-ISRGRootX1l-Pem-File> is the path to the isrgrootxl.pem file. For
example, C:\\Proxytunnel\isrgrootxl.pem.

X BEE
£ Windows RDP (#EZ 119 ;1 b)
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HFoI4y: COM REZFJE
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H28% : &1 COM JREB kIR

EEGHFABALKEZ) COM RFHFEE. XLZEEHTRE COM B FAFERE.
EE SR
EENRIEFEIRIN (E$ 125 )
COM EiEIn (% 125 71 k)
FHNAEFHFICRERT (L 126 L)
BERGRR (EF 126 mb)
FRFEBEAHTICFERES (EF 127 1)

EENAREFEIZER
UK
1. BE B EiR,
2. ®F “HIEIU . 155 COM Bkl (EF 125 1 b) .
EESE
E1E COM ARF|EIAIN (F£% 125 1 b)

COM B ixIn
wE 2[R
‘iR HBAT” WESWE, FECEFEREINARL BREREDRPIN EIZSHE
BEEEHE
‘o 2R AL [ 5 LRAFR (AEEEE) BEXEBE, NBERIEIRG Mh)1ER AR ZE,
HIEEAEMNAHPEEICIZHULRIZEEHRE.
A7 WENHATS COM HEEMIE B LR ELH.

“BREF/IBAETRA” | NARRFALUSERENIFERERIEREIBEXH . REAEFRAIE
WiE1T, XLHTREXISHIRIRIRAM, Avaya ATRERIEREM XL
. FEREMNAEFASIERES (EF 126 L) .

“RGEBIR MRERE, REZMEEREREENIETH.
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Valid From Dec 17, 2018, 7:46:39 AM
Expires On Dec 16, 2021, 7:45:59 AM
Issuer Name CN=com, QU=COM, O=Avaya, C=CA, EMAILADDRESS=default@example.com
Certificate Subject CMN=com, OU=COM, O=Avaya, C=CA, EMAILADDRESS=default@example.com
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Total [ Selected [}

Certificate Subject Issuer Name Valid Expires
From On
CN=acwebtesting.ipocloud.com CN=Let's Encrypt Authority X3, O=Let's Encrypt, C=US 2{??82?' g}ffgzﬁ.
CN=scansourcecatalystipocloud.com CN=Let's Encrypt Authority X3, O=Let's Encrypt, C=US ;}ffaa' gla;g?;_
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